BO Y TE CONG HOA XA HQI CHU NGHIA VIET NAM

BENH VIEN BACH MAI Poc 14p — Tw do — Hanh phice
$6:J09¢ /BM-QLDADT&DT Ha Néi, ngdy b thing F ndm 2024

V/v Ban quyén phin mém diét
virus ndm 2024 — 2027 cho may
tinh (may cht va may tram) ciia

Bénh vién Bach Mai

YEU CAU BAO GIA
Kinh giri: Cac héng san xudt, nha cung cip tai Viét Nam

Bénh vién Bach Mai ¢6 nhu céu tiép nhén bao gia dé tham khao, xdy dung gia

mua sém Béan quyén phin mém diét virus ndm 2024 — 2025 cho mdy tinh (may chi va
mdy tram) cta Bénh vién Bach Mai v&i ndi dung cu thé nhu sau:
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Thong tin ctia don vi yéu cAu béo gia:

Don vi yéu cau bdo gia: Bénh vién Bach Mai.

Thong tin lién hé ctia nguoi chiu trach nhi¢ém tiép nhan béo gia: Van phong Bénh
vién (SDT: 0243 8686 390).

. Céch tiép nhéan béo gia:

Nhan tryc tiép tai dia chi: Vin thu Bénh vién Bach Mai.

Nhéan qua E-mail: vanphongbvbm.vt@bachmai.edu.vn.

Thoi han tiép nhan béo gid: tir 07h30 ngay AT thang 7 nam 2024 dén trude 17h00
ngay 39 thang T nam 2024.

Céc bao gia nhén sau thoi diém néu trén s& khong dugce xem xét.

Thoi han ¢6 hiéu luc ciia béo gia: t5i thidu 180 ngay ké tr ngay 2 thang T ndm 2024.

. Nbi dung yéu cdu bao gia (mau gri kém)

Danh muc hang hoa theo phu luc 01 dinh kem

Dia diém giao hang: Phong Cong ngh¢ thong tin, Bénh vién Bach Mai.

Thoi gian giao hang du kién: theo hop dong ky két gitta hai bén.

Céac yéu cau khac: Bao gia dugc ky, dong d4u ngudi co thAm quyen va dong
déu giap lai (trong trudng hop bao gia co nhidu trang).

Xin tran trong cam on./.

Noi nhén: KT. GIAM D(‘)CW
- Nhu trén; _BPHOGIAMPOC L—
- Lwu: VT, QLDADT&DT. N\
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Phuluc 1

(Kém theo cong vén sé I0¥/BM-QLDADTEDT
ngay b /7/2024 ciia Bénh vién Bach Mai)

DPon vi Kttt et .t A So
STT Danh mue ¢inh Ciu hinh, tinh niing k¥ thuit hrong
I .
VIRUS Licenses 1,400
I | Tinh ning phong chbng virus cho may chi

Cong nghé
chong ma ddc

+ Tur dong quét loc m& ddc, bao vé may
chti theo thoi gian thire.

+ Cong nghé nhén dang mi ddc theo diu
hiéu (signature).

+ Cong nghé quét tbi uu, khong quét lai
céc file d& quét trude do.

+ Chia sé bd nh¢d dém khi quét

+ Tao céc khu vuc tin cdy (Trust-zone)
gmp tang hiéu sudt an ninh va giam tiéu
tdn tai nguyén cho qud trinh quét virus
+ HO trg hé thdng may chii Cluster, 40
héa

Tinh néng

phong chdng
virus vd ma
doc mi hoa
(Ransomware)

+ Bao vé dir liéu cho céc thu muc cua
may

+ Bao vé va ty ddng ngan chin quyén
truy cdp t6i thu myc chia sé khi phat
hién hanh vi mi héa dit lidu tr méy tinh
bi nhiém ma doc

- Coéng nghé nhan dang mé ddc theo déu
hiéu (signature).

- Cong nghé quét t&i wu, khdng quét lai
cac file 43 quét trude do.

- Chia sé b0 nhé dém khi quét

- Tao céc khu vye tin cdy (Trust-zone)
glup tdng higu suét an ninh va giam tiéu
ton tai nguyén cho qua trinh quét virus.

- H3 tro hé thdng may chu Cluster, 40
hoa.

- Tinh ning phong chéng virus ma héa
(Anti-cryptor) bao vé dit liéu cho cac thu
muc duge chia sé trén may chu.

Cong nghé yéu
ciu

+ €0 cong nghé ngén chin céc cudc tan
cong nhim vio 16 hdng chura dugc v4, 16
héng zero day.
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Ché d6 Auto
Update

+ C6 co ché tuy dong cdp nhét thudng
xuyén (1-2 ngay/lan) hodc tuy chinh.

- Cgp nhét di 1igu v€ cac mau virus méi
c6 thé tay chinh ché dd cip nhat.

II

Tinh ning phong chdng virus

cho may tram

Kiém soét ting
dung

+ Quén 1y viée st dung Ung dung dugc
cai dit trén mdy tinh, khéng cho st dung
céc trng dyng khong an toan.

+ Quén Iy quyén truy cip cia img dung
vao dir lidu trén may tinh.

+ Lip danh s4ch cac nhoém ‘g dung tin
cdy, cdc nhom ng dung nguy hiém.

+ Thiét l&p chinh sach theo ngudi ding.
+ Tao cac nhém mg dung theo mirc dd
tin céy.

Kiém soat thiét
bi ngoai vi

+ Cé ché dd chan thiét bi két néi vao
may tinh theo tity chon.

+ C6 ché @6 chit déng ngan chin, diét
c4c mdi nguy hidm trén thiét bi ngoai vi.

Kiém soét truy
cip web

+ Bao vé may tinh khi truy cdp web, tai
dir ligu.

+ Thiét Lap céc chinh sach loc web,
chin hodic cho phép truy cép vao trang
web chi dinh.

+ Kim soét truy c4p web theo nhiéu tiy
chinh (c6 cac thy chon)

Cong nghé
chong ma ddc

+ Ngin chin ma doc, virus,
ransomware,.... bao v€ mdy tinh theo
thoi gian thue

+ Céng nghé quét thong minh, khong
quét lai file da quét truede do.

+ Chia s€ bd nhé dém khi quét.

+ Thiét lap céc tiry chon quét file theo
nhidu ché d6: & mirc thip (Quick scan)
va mitc d6 chuyén séu (Full scan), theo
dia diém hay yéu cdu khéc..

-+ Cong nghé nhén dang ma doc theo déu
hiéu (signature).

+ Co6 tinh niing tu bao vé.

+ Quét cac hyu lugng truy cép web, phén
tich hanh vi dé phat hién cac chuong
trinh ma ddc khi truy cip web.

+ Phong chéng gia mao (anti-phishing)
+ Quét loc cdc qua trinh giri/nhan email,
ngin chin file dinh kém dde hai.
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+ Ra quét 15 hong bao mat.

+ Cong nghé phén tich hanh vi, cung cp
khé nang bao vé chli dong cho may tinh.
+ C6 co ché quan 1y thiét bi cim ngoai
nhu USB...

+ Cé nhidu ché @ tiy chon xir Iy mbi
nguy hidm: Delete,Clean (disinfect),
Quarantine, ......

+ Nhiéu ché d8 quan Iy muc do thyc thi:
Cao, Tbi wu, Thép...

Bdo v€ mang

+ Tudng lira bao vé may tinh

+ Hé théng phat hién tin cong mang
tuong tuy Network Attack Blocker, Host
IPS (HIPS)...

Bao vé cdc thiét
bi di dong

+ Quén ly va phong chéng mi doc cho
cée thiét bj di dong.

+ Quéan Iy tdp trung cac thlet bi di dong
trén cling giao dién phén mé&m quan 1y
cdc may chi may, may tram.

Giao dién hd tro

+ H5 trg giao dién tiéng Viét hogc tiéng
Anh

Ché d6 Auto
Update

+ Cb co ché ty ddng cap nhat thudng
xuyén.

+ Cp nhét dit ligu vé cac mAu virus méi
¢6 thé tiy chinh ché d6 cép nht.

+ C4c mdy tram c6 thé cip nhat truc tiép
tir internet 12 may chu cia hang git ban
quyén diét virus hoic ¢6 thé duogc cip
nhét tir may chu quan tri tép trung ciia hé
théng mang bénh vién ma khéng cén
truy cip ra internet.

1

Yéu cau vé cac
thanh phan dugc
bao vé

Hé diéu hanh duoc hd tro:

-+ H tro cai ¢4t trén cdc hé didu hanh
may chi windows server: 2012, 2016,
2019

+H3 tro cai dat trén cédc hé didu hanh
may | chil Linux Server.

+ H3 tro cai dat trén hé didu hanh may
tram windows: §, 10, 11

+ H3 trg hé didu hanh Linux, Mac

IV

Yéu cdu vé tinh niing quan trj tip trung
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Phan mém quéan

+ Kha niing quén tri tp trung toan bd
may chi, may tram cai dat phén mém
diét virus théng qua b quan tri:
Sercurity Center hay web..

+ Cho phép cai dit tir xa phan mém diét

1 tri virus tir giao dién quén tri
+ Quan trj tdp trung céc file cach ly,
backup.
+ Theo di kidm soét céc g dung bi 10
héng béo mit
HOb tro hodc co H3 trg hodic ¢é co ché twong thich cic hé
co ché tuong co s& dir liéu phd bién.
2 | thich céc hé co
s& dir lidu phd
bién
o + B4o c4o tinh trang lay nhiém virus
4 |Baocao tmhﬂ trong hé théng.
trang hoat dong + Cho phép tuy chinh cac bB4o cdo.
v | Yeucdu thoi H3J tro liscense thdi han t6i thi€u 3 nim
han liscense
Nhan si trién Vin chuyén, cai dat ban quyen phan
VI ) mém diét virus cho san phim may tinh
khai
theo yéu cAu clia Bénh vién.
VI C6 dich vu, giai phap hd trg k¥ thuft

Dich vu hd tro

24/7
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